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Introduction

Scripting is a N3uron module that runs custom scripts based on events like timers, tag changes, con-
ditions, system start-up and system shutdown. These scripts have access to the N3uron API in order to
interact with tags, historical values, configuration, links, node status and so on.
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Creating Module Instances

The first step when using Scripting after N3uron installation is to instantiate a Scripting module:

T OpenN3uronand navigate nemu. t he AConfigo

T Click on fiModul esd6, then cr ealegiveaanprame (eRceptnaimes. Thi s |
with special characters like 6.6, 6/06, etc.), althou
way to the name of the module being instantiated for easy identification. In this example, it has been
named Scripting.

E Default Project

/)

 ——

~ Navigation > Explorer
; M Real Time ‘) Tags

; |+ Historica 4 & Modules
/] & WebU
? i Systom S Links

? P Diagnostics & Logger
/] (& Config

; @, Licensing

/]

; & User

? =x Logout

/)

N

S S S S S S S S S S
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By setting the module type to Scripting, the created instance will automatically become a Scripting

instance. Once saved, Scripting should appear in the module list in bold because there are un-

saved changes.

Explorer
g o i E S T S
/ U; s :. _-'.5};_~L ::\:Ezq-—:d - Fall;.e - n’;:""_;
- B
/ 4 Q) Scripting (unsaved) * True nt-u
/ Q: Tasks (unsaved) = 500 s589
/ a Libraries (unsaved) * ) -
; ﬂ! Logger (unsaved) * I:‘:;:;a:l._.]:,-at ;;;; n;;?;
% & WebU
/ G Links
; & Logger
LSS S S S S S S SSSSTSS SSS SS SS SS SS S S SS S S SS ffS S Sf s

Additionally, each instance can be configured with the following options:

f

Required: When set to enabled and when this module is receiving data from other N3uron nodes, all
links will be paused whilst the module is offline to avoid data loss. If disabled, this module will have no
effect on links when offline.

Start: This section controls how the module behaves when the N3uron service is started (which also
includes service restarts).

o Enabled: If true, the module will automatically start when the N3uron services starts. Otherwise,
the module must be started manually.

o Start delay: When automatic start is enabled, this setting is used to control how much delay
there should be between starting the N3uron service and starting the module. This value is dis-
played in milliseconds.

Monitor: This section is used to monitor the status of each module, as well as to enable automatic
restart if it goes offline.

o Automatic restart: If true, whenever the module goes offline (except when manually
stopped by the user), the module will automatically restart.

0 Restart delay: Determines the delay before restarting the module after it has gone offline.
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A In addition to configuring this instance, each module has a Logger which needs to be
configured separately. The default settings will be sufficient for this, but users will need to
actively open the Logger configuration settings and save the default values to fully apply

the settings.
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Configuration

Upon selecting Scripting in the configuration menu, the following options will be shown:

Explorer

4 #4 This node | main “i
W Tags Scan rate 100 198
4 & Maodules
4 B0 Scripting
L Tasks
@ Libraries
& Logger
P R Webl!
Gy Links

& Logger

Figure 3. Scripting options

As shown in the above example, the base configuration settings display the mo d u linteihad scan rate.

This is how often the module checks the different conditions in order to execute the configured scripts.
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N3uron

Libraries

Industrial loT connectivity solutions

This section allows users to create shared libraries that will be used by all tasks in this Scripting

instance. These libraries will be pre-loaded upon start-up so that the user d o e shavé to manually load

them upon every use.

4 Explorer
4 & Tris node | main = Modd |
® 8 e
E5) Views @ msal pLiT;:ry HQTT. js
4 & Modules [ request
4 Q) Scripting B ws
€F Tasks
[ Libraries
& Logger
& An
D) WebUl
I G Links
& Logger

Figure 4. Internal library configuration
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S S S S S S S S

OO N

4 & This

Explorer Configuratil
node | main = mogze  fPopery v |
. @ monge Type  External - B

i m 4 Options

Path node_modules/request/index.js node_modules/request/index. js

Logger

Each library should be named accordingly, as this name will later be used to reference the library from

the scripts. Libraries can be one of the following two types:

1 Internal: These libraries are usually included with the N3uron installation, and as such, can be loaded

straight-away without pre-installation. Available internal libraries include:

(0]

JSZip: This library is used to read and write .zip files. The included version is 3.1.4. More
information can be found at JSZip.

LZ4: This library is used to compress data using the LZ4 algorithm. The included version is
0.5.3. More information can be found at LZ4.

Moment.js: This library is used to parse and format dates & times. This library version in-
cludes both moment (version 2.23.0) and moment-timezone (version 0.5.23). More infor-
mation can be found at Moment and Moment Timezone.

MongoDB: This library is used to connect and execute queries to a MongoDB database.
The included version is 2.1.10. More information can be found at MongoDB.

MQTT.js: This library is used to communicate with a MQTT broker using the MQTT protocol.
The included version is 2.2.1. More information can be found at MOTT.js.

MySQL: This library is used to connect to a MySQL database and execute queries. The
included version is 2.17.1. More information can be found at MySQOL.

PostgreSQL: This library is used to connect to a PostgreSQL database and execute queries.
The included version is 6.4.2. More information can be found at PostgreSOL.

Protobuf.js: This library is used to serialize and parse messages using Googled &rotocol
Buffers format. The included version is 6.8.0. More information can be found at Protobuf.js.
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https://stuk.github.io/jszip/
https://github.com/pierrec/node-lz4/tree/v0.5.2
https://momentjs.com/timezone/docs/
https://momentjs.com/timezone/docs/
https://mongodb.github.io/node-mongodb-native/2.1/api/
https://github.com/mqttjs/MQTT.js/tree/v2.2.1
https://github.com/mysqljs/mysql
https://node-postgres.com/
https://developers.google.com/protocol-buffers
https://developers.google.com/protocol-buffers
https://github.com/protobufjs/protobuf.js

0 SQL Server: This library is used to connect to a SQL Server database and execute queries.
The included version is 3.3.0. More information can be found at SQL Server.

0 WebSockets: This library is used to create a WebSocket client and server. The included
version is 1.1.0. More information can be found at WebSockets.

0 Xml2Js: This library is used to serialize and parse XML. The included version is 0.4.16. More
information can be found at Xml2Js.

1 External: These libraries do not come bundled with N3uron and must be installed separately by the
user. They can either be installed manually, or through the Node Package Manager. More infor-
mation about how to install libraries using NPM can be found here. When using external libraries, a
path must be provided for the data folder being used for the current Scripting instance. For example,
if using the default windows installation path and a Scripting instance namedasfi Scr i pti ngo, the
folder would be:

C:\ Program Files (x86) \ N3uron \ dat a\ Scripting
This path should either point to the folder containing the library (e.g. ), or to the
file containing the object (for user made libraries).

The above screenshot shows 5 libraries, 4 of which are internal (mongo, mqtt, mysgl and ws) and one
external library (request).

A External libraries must be compatible with node 0.12.7.
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Tasks

A task is a collection of different actions, each with its own trigger, which can execute one or several scripts.
Each task is independent from the others, and all tasks are scanned in alphabetical order. Finally, despite
being independent, they can also share data between tasks using a global object, as detailed in $.global:

Explorer
W Tags 44 Task01 <& Tosk>
Enabled True nrr‘ue
4 & Madules Actions |3
- e Scripting —
] INew on
03 Tasks * —
- & Load CSV
@ Libraries
& Save CSV
& Logger
I D WebUl
% Links
& Logger
— Model
OF Task01

Figure 6. Task options

Each Task can be individually enabled or disabled by configuringt he f Enab | letdedtasloipt i on .
disabled, none of the actions in the task will be triggered and the scripts will not be executed. Each task
can have an unlimited number of actions.
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Actions

An action is an object that can have several scripts, as well as a trigger, which will kick-start the execution
of these scripts. There are 5 different types of actions, each with their own configuration settings:
Start-up: Executes the scripts when the module starts.

Shutdown: Executes the scripts when the module shuts down.

Periodic: Executes the scripts after a configurable period.

Change: Executes the scripts when the specified tag changes.

= =4 4 -8 -

Condition: Executes the scripts when the specified tag fulfils a condition.

Start-up and shutdown do not require any specialized configuration, whilst the others require different con-
figuration settings to be applied.

Periodic
Periodic actions offer the following configuration options:

Explorer
W Toos 4 [# Periodic < [# Action>
Type Periodic ué‘
4 adule
& Mockiles 4. Action options
4 &0 Scripting Period 10000 16600
OF Tasks * Period type Fixed delay b folse
B Ubraries Scripts Fixed delay
& Logger Fixed rate
I Y Webl
% Links
5‘ Logger
4 O Task0l
& Change

[# Condition

& Shutdown

& Startup

Figure 7. Periodic options
The period is used to specify how often the action is triggered.

The period type can be either of the following options:

1 Fixed delay: The action triggers after period ms have passed since the scripts have completely
finished executing. For example, if the scripts take 250 ms to complete execution, the period is set
to 10000 ms, and the current time is 00:00:00.000, the first execution will be at 00:00:10.000, the
second execution at 00:00:20:250, and the third at 00:00:30.500 and so on.
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1 Fixed rate: The action triggers after period ms have passed since the last trigger, whether there are
any active scripts still running or not. For example, if the scripts take 250 ms to complete execution,
the period is set to 10000 ms, and the current time is 00:00:00.000, the first execution will be at
00:00:10.000, the second execution at 00:00:20:000, and the third at 00:00:30.000 and so on.

Change
Tag change actions offer the following configuration options:

Explorer Configuratio
4 @& This node | main | Popety | Vake |
W Tecs 4 [B Change <[# Action>
- Type (hange n 4
- Moduls
&’ e 4 Action options
4 9 Seripting Tag IMemory/Tagl B} senory/Tagez
O Tasks * Property Any ~ EL%
[B Libraries Initial change False B rotse
o Maximum event buffer size 5@ 50
& Logger Seripts [=
I &g Webll
% Links
& Logger
4 OF Task01
& Condition
& Pericdic
B Shutdown
[ Startup

Figure 8. Tag change options

i Tag: selects which tag to use as the trigger for this action. Each action can only have one assigned
tag (tag groups are not valid).

1 Property: selectswhicho f t h @ropertieg $heuld be monitored for changes. It can be any prop-
erty, or alternatively, the value, quality or timestamp.

1 Initial change: specifies whether the initial tag subscription should trigger the scripts.

1 Maximum event buffer size: When tag events occur faster than the scan rate, for example, if several
events are received from a S&F mechanism, these events are buffered up to the maximum buffer size,
and the action will be triggered each scan cycle, until the buffer is empty again. If the buffer becomes full,
old events are replaced by newer events. Setting the buffer to O disables it, meaning that the action will
only be triggered when a tag changes after each scan cycle.
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Condition
Condition actions offer the following configuration options:

Explorer Configuration

& o e e = e I enpey e
W Tags 4 [& Cordition <[ Action>
- Type Condition ' 3
4 & Modules 4 Action oplions
4 WD Seripting Tig fMemory/Tagol Y 1emory,ragen
O Tasks™ Property Value u volue
@ libraries Initial change False ufa.:g
Maximum event buffer size 5@ 58
& Logge Condition Greater than -G."
R webll Value 5@ 58
Yo Links Condition type ihile true B iteTrue
=] Logger Trigger on update False v fFolse
: Period 30000 Sesee
Period type Fixed delay ufa.se
Scripts |=]
4 € Task01
[# Change

Figure 9. Condition options

1 Tag: Selects which tag will be used to check the condition.

1 Property: Selects which tag property will be used to check the condition. It can be the value, the
quality or the timestamp.

1 Initial change: Selects whether the value from the initial subscription should be checked or not.

1 Maximum event buffer size: When tag events occur faster than the scan rate, for example, if several
events are received from a S&F mechanism, these events are buffered up to the maximum buffer size,
and the action will be triggered upon each scan cycle until the buffer is empty again. If the buffer becomes
full, old events are replaced by newer events. Setting the buffer to O disables it, meaning that the action
will only be triggered when a tag changes after each scan cycle.

i Condition: Theval uséi binssgds t o check whether the aantyion is
of the following:

Less than: The tag property must be less than a fixed value.

Less than or equal: The tag property must be less or equal to a fixed value.

Equal to: The tag property must be equal to a fixed value.

Not equal to: The tag property must be different to a fixed value.

Greater than: The tag property must be greater than a fixed value.

O O O O O O

Greater than or equal: The tag property must be greater or equal to a fixed value.
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9 Value: This value is compared to the selected tag property to check if the condition is true or false

1 Condition type determines how the action will be triggered. Valid values are:

0o
0
0o

If true: The action will trigger when the condition is true.

If false: The action will trigger when the condition becomes false.

While true: The action will trigger once, when the condition becomes true, and then trigger
again after the specified period passes while the condition remains true.

While false: The action will trigger once when the condition becomes false, and then trigger
again after the specified period passes while the condition remains false.

1 Trigger on update is only available when the condition is either A | f oorrfid  f \WHes ena

bled, the action will trigger every time there is a new tag update matching this condition. Otherwise,

t he

action wild/l only trigger the first ti me

dition is cleared and subsequently matches again

1 Period: the amount of time between successive triggers when using either i w h it Ir eu e rawhife

falseo

conditions.

1 Period type: Selects the behaviour of the timer.

(0]

Fixed delay: The timer starts after the last script triggered by this action has finished. For
example, if the scripts take 250ms to complete execution, the period is set to 10000ms, and
the current time is , the first execution will be at , the second exe-
cution at , and the third at and so on.

Fixed rate: The timer starts as soon as possible after the last trigger, whether there are
active scripts still running or not. This ensures that the scripts execute at a fixed rate every
time. For example, if the scripts take 250ms to complete execution, the period is set to
10000ms and the current time is , the first execution will be at .

the second execution at , and the third at and so on.

A script is JavaScript code that will execute every time the actions triggers. Each action can have one

or more scripts, and will be executed in alphabetical order.

Each script has access to several objects and functions that are used to interface with N3uron and to

share data between different scripts in the same task or between different tasks. All of these objects are

detailed in the API section of this manual.

Scripts also have access to all Node.js native libraries, and some of these libraries are loaded upon

start-up,

so they donét n eestdd. Node.jsHierariesavailablecat statt-yp ane &,qet,

http, EventEmitter, os, path, crypto and zlib.
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https://nodejs.org/docs/latest-v0.12.x/api/fs.html
https://nodejs.org/docs/latest-v0.12.x/api/net.html
https://nodejs.org/docs/latest-v0.12.x/api/http.html
https://nodejs.org/docs/latest-v0.12.x/api/events.html#events_class_events_eventemitter
https://nodejs.org/docs/latest-v0.12.x/api/os.html
https://nodejs.org/docs/latest-v0.12.x/api/path.html
https://nodejs.org/docs/latest-v0.12.x/api/crypto.html
https://nodejs.org/docs/latest-v0.12.x/api/zlib.html

Each script has the following options:

1 Enabled: Scripts are only executed if enabled.

9 Script: The script itself is defined by clicking on the symbol in the script field, which will subsequently
open a popup with a text field where the script can be entered. This multi-line editor area includes
function folding and keyword highlighting.

1 If running: Defines the action to be taken if the action is triggered again while the script is still run-
ning. There are three different options:

o Continue current execution: The new trigger is ignored, and the script will continue the cur-
rent execution.

o0 Abort previous execution: The new trigger overwrites the old execution, so the old execu-
tion is terminated and the script starts again.

0 Start a new instance: The script begins a new execution while the old one is still active. This
option is usually not recommended, since having various scripts active can result in race condi-
tions if shared resources are used. If this option is used, the maximum limit of concurrent execu-
tions is used to limit the number of executions running at the same time.
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