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Introduction
Iec102Client allows users to quickly and easily connect to any electrical meter supporting IEC60870-5102 (REE) protocol. Connection to the meter can be made through a serial port, Ethernet converter or
even through the meter’s own optical port.
Iec102Client is an out-of-the-box solution that can communicate with all meters that are compatible with
IEC60870-5-102 (REE) protocol, without any customization or brand dependent configuration. Examples of compatible electrical meters include the following (among many others):
• Landis+Gyr.
• Itron (former Actaris).
• Circutor.
• ZIV.
• Orbis.
Iec102Client is easy to set-up, configure, and manage. Users will only be required to configure a small
set of parameters in order to establish communication to the meter:
• Communication parameters for optical and serial ports (baudrate, data bits, parity and stop bits). IP
address for Ethernet connections.
• Link address assigned to the meter.
• Point address assigned to the meter.
• Read-only password assigned to the meter.
This information can be obtained from the meter by navigating through the display menu to reach the
following sections, usually located under entries Info/L45 Comms and Info/L46 identifiers:
• L45: Communication parameters
o 0.00.0: Optical port configuration (speed and format).
o 0.00.1: First serial port configuration (speed and format).
o 0.00.2: Second serial port configuration, if available (speed and format).
• L46: Identifiers
o 0.00.5: Link address (a number between 0 and 65535).
o 0.00.6: Point address (a number between 0 and 65535).
The table below shows the default parameters used by some utilities:
Utility

Serial conf.

Link addr.

Point addr.

Read-only Pass.

Iberdrola

9600-8N1

Last 5 digits of the meter ID

1

7

Endesa

9600-8E1

Last 5 digits of the meter ID

1

1

Naturgy

9600-8N1

1

1

1

Viesgo

9600-8N1

1

1

1
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Some meters may not permit simultaneous communication with optical and serial ports.
In this instance, communication to the meter may fail if both ports are used at the same
time. By using the gateway functionality included in the Iec102Client, the same port may
be shared between several applications.

Iec102Client permits continuous reading of the current values for the following signals:
• Energy: Active imported (kWh)
• Energy: Active exported (kWh)
• Energy: Reactive Q1 (kVArh)
• Energy: Reactive Q2 (kVArh)
• Energy: Reactive Q3 (kVArh)
• Energy: Reactive Q4 (kVArh)
• Power: Active total (kW)
• Power: Reactive total (kVAr)
• Power: Power factor total
• Power: Active phase 1 (kW)
• Power: Reactive phase 1 (kVAr)
• Power: Power factor phase 1
• Power: Active phase 2 (kW)
• Power: Reactive phase 2 (kVAr)
• Power: Power factor phase 2
• Power: Active phase 3 (kW)
• Power: Reactive phase 3 (kVAr)
• Power: Power factor phase 3
• V-I: Current phase 1 (A)
• V-I: Voltage phase 1 (V)
• V-I: Current phase 2 (A)
• V-I: Voltage phase 2 (V)
• V-I: Current phase 3 (A)
• V-I: Voltage phase 3 (V)

The driver reads real-time values only. Access to the Load Profile is not supported.
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Creating Module Instances
The first step when using Iec102Client after N3uron installation is to instantiate an Iec102Client module:
• Open N3uron and navigate to the "Config" menu.
• Click on "Modules", then create a new module. This instance can be given any name (except names
with special characters like ".", "/", etc.), although users are recommended to name instances in a
similar way to the name of the module being instantiated for easy identification. In this example, it
has been named Iec102Client.

Figure 1. Creating new module instances
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By setting the Module type to Iec102Client, the created instance will automatically become an
Iec102Client instance. Once saved, Iec102Client should appear in the module list in bold because
there are unsaved changes.

Figure 2. Setting the instance type

Additionally, each instance can be configured with the following options:
•

Required: When set to enabled and when this module is receiving data from other N3uron nodes, all
links will be paused whilst the module is offline to avoid data loss. If disabled, this module will have no
effect on links when offline.

•

Start: This section controls how the module behaves when the N3uron service is started (which also
includes service restarts).
o Enabled: If true, the module will automatically start when the N3uron services starts. Otherwise,
the module must be started manually.
o Start delay: When automatic start is enabled, this setting is used to control how much delay
there should be between starting the N3uron service and starting the module. This value is displayed in milliseconds.

•

Monitor: This section is used to monitor the status of each module, as well as to enable automatic
restart if it goes offline.
o Automatic restart: If true, whenever the module goes offline (except when manually
stopped by the user), the module will automatically restart.
o Restart delay: Determines the delay before restarting the module after it has gone offline.
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In addition to configuring this instance, each module has a Logger and API section which
needs to be configured separately. The default settings will be sufficient for this, but users
will need to actively open the Logger and API configuration settings and save the default
values to fully apply the settings.
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Configuration
Channel set up
The first step when configuring a connection to the meter is to create a new channel. A channel represents
the physical medium of connecting one or more devices. In this example, the name of the new channel is
COM1, since it is communicating to the meter through an optical probe connected to serial port 1.

Figure 3. Iec102Client settings

Each channel requires the following parameters to be set:
• Data collection: When disabled, the channel will remain inactive. The default value is set to enabled.
• Timing:
o Request timeout: Time waiting for a valid response before retrying or moving to the next request, displayed in milliseconds. The valid range is 100ms to 600000ms. The default value is
3000ms.
o Retry attempts: Number of communication retries before considering the target device to be
unreachable and moving to the next request. The valid range is 0 to 100. The default value is 3,
meaning that for each unresponsive request, the driver will make a total of 4 attempts (1 initial
request and 3 retries).
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o Inter-request delay: Time between a valid response and the next request, displayed in milliseconds. This parameter may be used when a target device fails due to receiving the requests too quickly. The valid range is 0ms to 600000ms. The default value is 0ms, which
means that the next request will be sent as soon as a valid response has been received.
o Gateway lock limit: Maximum time that the quality of associated tags should remain set to
Good whilst an update is paused due to another application being connected to the devices in
this channel through a gateway (if any). When this time expires, all associated tags will automatically be set to Bad – out of service. This value is expressed in milliseconds. A value
of 0 will disable this limit, allowing any data updates on this channel to be paused, and tags to
retain a Good quality status indefinitely whilst other applications are connected through the
gateways in this channel.
• Connection:
o Type: Defines the connection type.
▪ TCP: Connects via a TCP socket.
▪ Serial: Connects via a serial port.

Figure 4. TCP channel configuration

Each TCP channel includes the following parameters:
•

Host: Hostname or IP address of the target device.

•

TCP port: TCP port of the target device. The valid range is 1 to 65535. The default value is 4001.

•

Reconnect delay: Time before attempting to re-open a failed connection, displayed in milliseconds. The minimum value is 1000ms. The default value is 60000ms.
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Figure 5. Serial channel configuration

A serial channel includes the following parameters:
• Port name: Serial port as displayed by the operating system. For example, if N3uron is running in
Windows, valid port names would be COM1, COM2, and so forth. If running on Linux, valid port names
could be /dev/ttyS0, /dev/ttyS1, and so forth.
• Reconnect delay: Time before trying to re-open a failed serial port, displayed in milliseconds. The
minimum value is 1000ms. The default value is 60000ms.
• Port settings:
o Baud rate: Serial port transfer speed.
o Data bits: Number of data bits per data word. Valid values are 5, 6, 7, or 8.
o Stop bits: Number of stop bits per data word. Valid values are 1 or 2.
o Parity: Data parity type. Valid options are none, even, mark, odd, or space.
o Flow control: Enables the use of RTS and DTR control lines.
o Buffer size: Serial communication buffer capacity.

Gateways
Sometimes the port used to connect to the electrical meter must also be used by other applications, for
instance for downloading the load profile. In this case, concurrent access to the port would cause collisions and communication errors. Adding a gateway to a channel permits a third-party application to
access the meter whilst avoiding these issues.
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The gateway on a channel listens a TCP port and waits for any connections. When a third-party application connects, communication of all devices in this channel is paused, permitting a transparent connection between the application and any device in the channel. Once the application disconnects from
the gateway, the driver will resume communication to the devices.

Figure 6. Gateway configuration

Configuration of a gateway includes the following parameters:
• TCP port: The gateway listens to this port for any incoming connections. The selected port must not
be used by any other gateway or application in the same machine. The valid range is 0 to 65535.
The default value is 5001.
• Network interface: Permitted interface for incoming connections.
o 0.0.0.0 allows connections from any network interface available within the machine.
o 127.0.0.1 or localhost only allows connections from local applications.
o Use a specific IP address for a network card in the machine to only allow connections from
this interface.
• Priority: The priority of this gateway over the rest of gateways on this channel. The valid range is 1
(highest priority) to 10 (lowest priority). The priority must be different for each gateway sharing the
same channel. The default value is 1.
• Max connections: The number of maximum concurrent connections supported. For future use,
only 1 connection is permitted in this version. If more connections are required, another gateway
should be set up.
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• Inactivity timeout: When an application is connected but remains inactive (no traffic), it will automatically be disconnected from the gateway after this time. This allows data collection to be resumed
in order to continue to update any tags associated to this channel. This value is expressed in milliseconds. The default value is 60000ms. A value of 0 will disable this functionality, stopping any
applications from being automatically disconnected from the gateway, even if this application remains
inactive indefinitely.

Device configuration
Each channel can connect to one or more electrical meters. A typical example of a channel containing
a single device would be a direct TCP or serial connection to an IEC-102 device. An example of multiple
devices in the same channel would be when several IEC-102 devices with different link addresses are
connected within the same serial bus.

Figure 7. Device configuration

The device configuration settings contain the following options:
• Enable data collection: Enables or disables data collection on the specified device. When disabled,
the channel will remain inactive. The default value is set to enabled. If disabled, data will not be sent
to the device and the quality status of tags will remain as Bad – Uninitialized.
• Link address: In IEC-102, each device must have a unique 16-bit address. This parameter specifies
the IEC-102 link address of the target device. The valid range is 0 to 65535. The default value is 0.
• Point address: Specifies the point address of the target device. The valid range is 0 to 65535. The
default value is 0.
• Password: Specifies the password required to access the device in read-only mode.
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• Auto-demotion: Defines whether a device should be temporarily set to "off-scan" when not responding. If set to "off-scan", read requests will not be sent to the device and any data associated with
these read requests will automatically remain as "bad quality" while demoted. By placing a nonresponsive device offline for a specific time period, the driver can continue to optimise communications with other devices in the same channel. Once this demotion period has been reached, the driver
will re-attempt to communicate with the non-responsive device. If the device is responsive, it will be
set to "on-scan". Otherwise, the "off-scan" time period will restart after the specified number of failures has been reached.
o Enabled: When set to enabled, if the specified number of successive failures is reached,
data collection for this device will be set to “off-scan” during the specified interval.
o Failures: Specifies how many consecutive rounds of request timeouts and retry attempts must
occur before the device is set to "off-scan". The minimum value is 1. The default value is 3.
o Delay: Time the device is set to "off-scan" for when the max consecutive failures value has
been reached. When the specified interval expires, the driver will reset the device to "onscan" and allow another communication attempt to be made. The minimum value is 1000.
The default value is 60000 milliseconds.

Tag configuration
The channel and device configuration options define the settings to be applied when establishing connections to the target device. After configuring these options, users will be able to create and configure
any tags associated to data received from IEC-102 electrical meters, as seen in the following example:

Figure 8. Configuring IEC-102 tag sources
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Source configuration settings contain the following parameters:
• Enabled: When disabled, tags won’t be updated with the values received from the device, but instead, will essentially act as memory tags. When set to enabled, the tag value will be continuously
updated with the values received from the field device. The default value is set to disabled.
• Module type: Defines the driver type used to retrieve values from the field. In this example,
Iec102Client must be selected from the drop-down menu. If Iec102Client does not appear in the
drop-down menu, this means that this driver has not been installed on this machine yet and must
therefore be installed.
• Module name: Defines the Iec102Client instance created.
• Config:
o Device: This refers to the device that has already been created in previous steps and will
act as the data source. It should be referenced using the following format: channel/device.
o Group: Defines the tag data group. This version only supports instantaneous values.
o Variable: Defines the electrical signal assigned to the tag, according to the IEC 60870-5102 protocol specification. The following signals are available:
▪ Energy: Active imported (kWh)
▪ Energy: Active exported (kWh)
▪ Energy: Reactive Q1 (kVArh)
▪ Energy: Reactive Q2 (kVArh)
▪ Energy: Reactive Q3 (kVArh)
▪ Energy: Reactive Q4 (kVArh)
▪ Power: Active total (kW)
▪ Power: Reactive total (kVAr)
▪ Power: Power factor total
▪ Power: Active phase 1 (kW)
▪ Power: Reactive phase 1 (kVAr)
▪ Power: Power factor phase 1
▪ Power: Active phase 2 (kW)
▪ Power: Reactive phase 2 (kVAr)
▪ Power: Power factor phase 2
▪ Power: Active phase 3 (kW)
▪ Power: Reactive phase 3 (kVAr)
▪ Power: Power factor phase 3
▪ V-I: Current phase 1 (A)
▪ V-I: Voltage phase 1 (V)
▪ V-I: Current phase 2 (A)
▪ V-I: Voltage phase 2 (V)
▪ V-I: Current phase 3 (A)
▪ V-I: Voltage phase 3 (V)
o Scan rate: Poll interval for the specified tag, displayed in milliseconds. The minimum value
is 100ms.
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Examples
Connecting to an IEC-102 meter through an Ethernet to serial converter
configured as a TCP server:
In this example, Iec102Client is used to connect to a meter through a TCP server. The configuration will
also include a gateway in order to permit the utility to connect to the meter and download the load profile.
• Step 1: Channel configuration for TCP server connections.

Figure 8. Example channel set up for connections to a TCP server
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• Step 2: Gateway configuration settings for allowing transparent connections between third-party applications and the electrical meter to be established. Even when using a TCP server, third party
applications must still connect through the Iec102Client, as connecting directly to the TCP server
would originate collisions between the application and the Iec102Client.

Figure 9. Example gateway configuration when listening on port 5001 for incoming connections.
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• Step 3: Device configuration for connections to the electrical meter. Link address and point address can
usually be obtained from the meter display. See Introduction section for more details.

Figure 10. Example configuration for connections to electrical meters

• Step 4: Tag configuration for assigning any signals available in the meter to tags.

Figure 11. Example configuration for assigning the value of the meter’s active power to a tag.
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