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How to Connect your Industrial
Assets to Google Cloud using
N3uron’s MQTT Module

Connecting Google Cloud and N3uron platforms via the MQTT module: Overview
MQTT has become the leading standard in loT messaging, as it is ideal for connecting to remote devices and
of course, it is supported by the Google Cloud Platform loT. In one of our previous articles, MQTT: The Univer-
sal Messaging Protocol for Cloud Providers and lloT Systems, we explain exactly what MQTT is, as well as
everything you need to know about its functionalities, advantages, disadvantages, and how to use it.

OT infrastructures can be connected to GCP via MQTT, allowing access to the entire ecosystem of services
and message exchanges between the N3uron application and Google loT Core. Simply put, GCP loT Core is
the service that receives and routes MQTT messages from edge devices and applications such as N3uron.

This guide explains in detail how to bi-directionally communicate your industrial assets with the Google Cloud
Platform’s loT Core in a secure way using N3uron’s MQTT module and thus bridge the gap between OT and IT.
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Diagram demonstrating operational data exchange between OT assets, N3uron’s MQTT module, and the Google Cloud platform.

Google Cloud and N3uron Platform loT Requirements
A Google Cloud Platform account is required. If you don’t already have one, you can register and create one

here: GCP Registry.

You should have also pre-installed N3uron on your system. If not, you can download it from https://n3uron.
com/downloads/. If this is your first time using N3uron, you should take a look at our Quick User Guide. This
guide will introduce you to a basic overview of N3uron, demonstrating its key functionalities and how to use the
main modules and characteristics.

Google IoT Core Configuration: First Steps.

First, log in to Google IoT Core and open the Google Cloud Console.

Once you have logged in, you'll need to create all the the necessary resources required forto establishing athe
connection to and exchanginge messages.

Log into Google loT Core Platform and Create a Registry
— Step 01: First, create a new registry, as shown in the below image.
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https://cloud.google.com/

= Google Cloud Platform $ MqQTT « Q » Search products and resources

?A? loT Core Registries CREATE REGISTRY HIDE INFO PANEL

= Filter Filter registries No registries selected
O Registyip Region Pratocol Telemetry Pub/Sub topics

No registries to display
o Please select atleast one resource.

Screenshot displaying the Google Cloud platform loT Core panel.

— Step 02: Next, fill in the required fields with the relevant characteristics fromof your registry:
Registry ID: name of the registry associated with your connection. In this case, MQTT Client.
Region: determines the location where data will be stored.This can’t be modified once the registry has
been created. In this example, the location is europe-west1.

https://cloud.google.com/
S MQTT v Q  Search products and resources

?&? 10T Core & Create a registry

Define how devices in this registry will send data to Cloud 10T Core. After you create your
registry, you can start adding devices to it. Learn more

Registry properties

Registry ID *
| Mattclient

Permanent identifier for your registry. 3-255 characters. Start with a letter. You can also

include numbers and the following characters: + . % -~

Region
[ evopewsen

Determines where data s stored for devices in this registry. Choice is permanent

Cloud Pub/Sub topics

Cloud IoT Core routes device messages to Cloud Pub/Sub for aggregation. You can route
messages to different topics and subfolders in Cloud Pub/Sub based on the type of data
in the messages. Leam more

Screenshot displaying the Google Cloud platform’s Registry Creation panel.
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— Protocol: It allows usersyou to choose whichthe protocol to be used by the connection will use. To In or-
der to create a MQTT Client, is necessary to chooseselect the MQTT option.
— Stackdriver Logging: It sets the default logging parameter for thee registry.

https://cloud.google.com/

Google Cloud Platform & MQTT = Search products and resources

loT Core < Edi‘i registry

Registry details Protocols

Devices Select the protocols your devices will use to connect to Cloud loT Core. Learn more

Gateways MQTT
HTTP
Monitoring

Cloud Logging

Set the default logging for all devices in this registry. You can apply a different setting or
debug at the device level. Leam more

@ Disabled
No device data stored

QO Eror
Captures device errors, such as failed connection attempts and failed publishes. Does not
include authentication errors

QO Info

MQTT only. Captures device errors (except authentication errors) and includes all lifecycle
events, such as device connections and disconnections

O pebug
Captures all device activityin a highly verbose log statement. Recommended for device
troubleshosting

Screenshot displaying the Google Cloud Platform’s Registry configuration panel.

— Client Pub/Sub Topics: establishes the topic to publish/subscribe for telemetry and state events. This sec-
tion can be updated and changed at any time after creation of the registry.

https://cloud.google.com/
Google Cloud Platform & MQTT Q,  Search products and resources

loT Core < Edit registry
Cloud Pub/Sub topics

Cloud IoT Core routes device messages to Cloud Pub/Sub for aggregation. You can route

Devices messages to different topics and subfolders in Cloud Pub/Sub based on the type of data
inthe messages. Leam more

=]

Registry details

Wi
et Select a Cloud Pub/Sub topi

[ None

Monitoring

Device telemetry events will be published to this topic by defauit

Additional topics

+ ADD

Screenshot displaying the “Edit Registry” panel in the Google Cloud Platform.
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The following screenshot shows the defined characteristics:

https://cloud.google.com/
Google Cloud Platform $= MQTT ~ Q  Search products and resources

loT Core Registry details # EDITREGISTRY | DELETE REGISTRY

Registry details
@  This registry is missing a default telemetry topic. Prevent the loss of telemetry events by selecting a defauit Cloud Pub/Sub topic SELECTTOPIC
Devices

T Gateways Registry ID: MqttClient v

Region europe-westl
Protocol MaTT
HTTR

Monitoring

Cloud Logging Disabled View logs

Cloud Pub/Sub topics

A registry can have 1 or more topics for publishing device telemetry and state events
Add or edit topics

Pub/Sub topics

Topicname  Topicype @ Subfolder
- Default telemetry -

£5 Device state =

“ CA CERTIFICATES

Screenshot displaying the “Registry details” panel in the Google Cloud Platform.

At this point, the registry has already been created, so the next step is to establish one or more devices to
connect to the N3uron module and exchange messages.

Creating a device in the Google Cloud Platform
Each device requires a private-public key to authenticate with l1oT Core, which can be defined using the follow-
ing OpenSSL commands:

Openssl genpkey -algorithm RSA -out rsa private.pem -pkeyopt rsa key-
gen bits: 2048
Openssl rsa -in rsa private.pem -pubout -out rsa public.pem

This will create two files: rsa_private.pem, which contains the private key and rsa_public.pem, which contains
the public key. These keys are very important when creating an MQTT client in N3uron, so make sure they
are stored in a secured area.

The following screenshot demonstrates how to create a new device.
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https://cloud.google.com/

Google Cloud Platform & maTT + @ Search products and resources

10T Core Devices CREATE A DEVICE @ DELETE

Registry details Registry ID: MgttClient

Devices. europe-westl

Gateways Devices are things that connect to the intemet directly or through a gateway. Leam more
Mankacing = Filter  Enter exact device ID

O Devicen Communication Last seen Cloud Logging

No devices to display in this registry

Cloud loT Core documentation

Screenshot displaying the “Create a Device” panel in the Google Cloud platform.

— Step 01: Click on Create New Device. This will take you to a configuration tab.

— Step 02: During device creation, the public key must be applied in the configuration. The parameters applied
in this configuration can be observed below:

— Device ID: This is unique and must be equal to the MQTT client ID and the topic used for this device.
Communication must also be enabled with the device, so there are some optional sections too. In this
example, the name of the device is, Test_Device.

https://cloud.google.com/

Google Cloud Platform 8= MQTT + Q@ Search products and resources

loT Core < Editdevice

Registry details - o
col Device ID: Test_Device
Devices. Numeric 1D Registry  Cloud Logging Communication
3056132745583781 MgttClient Registry default View logs Allowed
Gateways
Device ID

Monitoring Test De

Device metadata (optional)

You can set custom metadata, such as manufacturer, location, etc. for the device. These
can be used to query devices in this registry, Learn more

+ ADD ATTRIBUTE

Device communication
If blocked, all communications from the device will be rejected by Google Cloud.

Blocking a device may be useful if it defective or not configured

® Allow
Q Block

Screenshot displaying the “Edit Device” panel in the Google Cloud platform.
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— Authentication: determines how the key should be entered. There are 2 available options: manually
enter the key name, or upload the file containing the public key. Here you should introduce the previ
ously generated key. The easiest way to do this is to upload it.

https://cloud.google.com/
Google Cloud Platform & mMaTT @ Search products and resources

loT Core < Createa deviie

Authentication (optional)

Specify the public key that will be used to authenticate this device. You can leave the key
empty, but devices will not be able to connect to Google Cloud without a key. Learn more

Registry details
Devices
E  cateways Input method

@ Enter manually

Monitoring o
Upload

Public key format
{ RS256

Public key value

Public key expiration date (optional)
[ Expireson

Date CET [

A COMMUNICATION, CLOUD LOGGING, AUTHENTICATION

CREATE CANCEL

Screenshot displaying device configuration within the “Create a Device” panel in the Google Cloud Platform.

— Step 03: Once configuration is finished, click on Create, and the device will be created.
Configuring the N3uron lloT Platform

Open your browser and log into N3uron’s WebUI
Once N3uron is installed, users should open the user interface, which will take you to the below panel.
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http://n3uron.com/

== NODE 001

N3uron

User:

admin

Password:

Screenshot displaying the log-in interface for N3uron’s IloT platform WebUI

If this is your first time accessing the platform, the following credentials should be entered: User=admin,
Password=n3uron. You should now have gained access to the WebUI developed by N3uron and can start
practicing with it.

Create an MQTT module instance

First, users must create a module for establishing the connection with Google Cloud. In this example, for the

Mqtt Client module, the following steps should be taken:

— Step 01: Follow this route; System>Config > Modules > Model > New Module
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http://n3uron.com/

= NODE 001 NSUI’O“

Navigation Explorer Configuration
£ Data 4 # This node | NODE_001
N\ Real Time W Toge © New wodue
o2 B vews Ge—n
4 & Modules & SaveCSV.
A Alarms © DerivedTags i
A\ Resl Time > & Historian
|2 Historical > @ ModbusClient
O New Module (unsaved
£ System © RestApiServer
% Disgnostics © WebUl
(& Config 4 G Links
Qg bty &5 Certificates
& Logger

© Webll

& User
&x Logout

Logged in as: admin | 2021-11-11 89:22:41 GHMT+00:00 &

Screenshot displaying how to create an instance using N3uron’s MQTT Module panel

— Step 02: Configure the basic parameters of the module. Name=Mq(ttClient, Module type= MqttClient.

http://n3uron.com/

Navigation Explorer Configuration

£ Data 4 & Tris node | NCDE_001

= ® Tas ki 5 o
| Historica o views 2
i 5 MattClie: £ B crue
& Alrms © DerivedTage S =
N\ Real Time © = Automatic restart Yes Bt
e Historice! © ModbusClient Restartdelay 5000 000
4 & MgtiClient (unsaved)
£ System & Logger (unsaved)
& Disgrostics @ APl (unsaved) *
& config © Restapisenver
@, Licensing © Weblt
4 By Links
) Certficates
& Logger

& User

& Logout

Logged in as

Screenshot displaying module configuration within the N3uron MQTT module panel.
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Before moving onto the next step, it is mandatory to save the default Logger and API settings. At this point, all
other parameters on the main screen will be set to default.

— Step 03: Click on the MQTT Module and create a new connection(client) by following Module name >
Model > New connection.

Navigation
S

N Real Time

| Historical

A Alarms
A Real Time
L Historical

£ system
9 Diagnostics
[ Config

Q Licensing

& User
& Logout

Screenshot demonstrating new connection creation via N3uron’s MQTT module panel.

http://n3uron.com/

Explorer Configuration
4 @ Tis node | NODE.001
W Tags
P Views
4 & Moduies
0 DerivedTags
@ Historian
© ModbusCient
4 R MauClient
& Logeer
& arl
O ResthpiServer
D WebUl
4 % Links
[ Certfieates
& Logger

in | 2621-11-11 89:27:06 GHT+00:00 O

— Step 04: Establish a name for the connection and continue configuring the basic parameters for the connec-
tion. In this case, the name of the connection is Google.

N3uron

www.n3uron.com
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http://n3uron.com/

N3uron

Navigation Explorer. Configuration
= o 4 # This node | NODE.O0T
N Real Time: ¥ g
o2 Historica s
4 & woduies A ion mode 350 eb Tokens
A Aarms @ CustomClient s ignored
N Real Time @ Derved
s o <o File salectads
o# ristorica Historian prvate key @0 file selectet>
© ke Cacertficate <o file selected>
© ModousCiient Reject Unsuthorized Mo
4 Adaitional optiors
Token Gurtion 3600300

Goole ToT Core

@ Mattciient *
© Restapsener g EiE
© el o RS25 B
© Weoviion

9% s - cenbedcd file> [l <enveaea sites [size: 2.22 18]
B2 Cenifieates

& rogger
isentropic-card-332311 isentroptc-carg-332311

Addtionai caims  [=]
4 Conrecton options
Protocat ngrTS ratts
Broker URL sqtt.googleapis. com ratt. googleapis.con
Port sss: e85
Ciean sesson ves true
Gert 1D pro3 cts/sentropic-card-232312/Locetians europt-westi/registries

*Help

2 s oo PRI

Screenshot demonstrating how to configure connections within N3uron’s MQTT module panel.
You should define each parameter of the client step by step, which includes:

— Destination broker: this setting specifies the type of connection to be established. There are 4 possible op-
tions; Microsoft Azure, Amazon Web Services, Google loT Core, and a custom one. In this case, we should
select Google IoT Core.

— Authentication: there are five different types of authentication available. The first option is no authentication,
which is useful when there is no private or important data. The password option authenticates with the broker
using a password. The certificate option is the same as Password, but uses a certificate instead. The Pass-
word + Certificate option is more secure and requires a password and a certificate to authenticate. Finally, the
last option is JSON Web Tokens, which authenticates using automatically generated Web Tokens.

In this case, Google IoT Core only uses the JSON Web Tokens option to authenticate.
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http://n3uron.com/

= NODE_001 N3Ur0n

4 Authentication
Authentication mode JSON Web Tokrens
Username

Password

Certificate <no file selected>=<no file selected>
Private key <no file selected> n <ne file selected>
CA certificate <no file selected>=<no file selected>
Reject Unauthorized No n false

Screenshot displaying the “Authentication” section within the N3uron MQTT module panel.

— In connection options, users are required to define the type of broker, which can be either MQTT or MQTTS,
the URL generated by our broker, and the port that will be used to connect to the broker. Finally, a unique
ClientID must be provided for each connection defined in this section.

— Last will and testament: allows users to set a last will and testament for each connection, which will be
sent to the broker when the session is disconnected and will be the last message sent.

— Agents: users can define an agent, which can be a publisher, writer, or subscriber, depending on whether
you want to export or import data.

The Google Case offers one further option: additional options.
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eve < > m http://n3uron.com/

== NODE 001 N3uron

4 Additional options
Token duration 3600000 3600000
4 Header
Algorithm RS256 Bl rs2ss
Secret
Private key <no file selected> n ©Error: Null value not allowed
4 Body
Issuer
Subject
Audience
Not before
JWTID
Additional claims

Screenshot displaying the “Additional Options” section within N3uron’s MQTT module panel.

In summary, the MqttClient module defined in N3uron can connect with Google Cloud using these configu-
ration settings:

— Destination broker: Google IoT Core

— Authentication mode: JSON Web Tokens

— Token duration: the maximum value is a full day, so any value equal to or less than this is valid.

— Algorithm: RS256 to sign the JWT (there are a wide variety of options to choose from).

— Private key: the generated key in .pem format stored in the device.

— Audience: sets the project_id generated in GCP. In this case, isentropic-card-332311.

— Protocol: MQTTS (MQTT can also be used).

— Host: specifies the URL for the MQTT broker, in this case, mqtt.googleapis.com.

— Port: the port is 8883.

— ClientlID: specifies the MQTT client for this connection. This is unique for each connection. The Client ID
must follow this pattern: projects/PROJECT ID/locations/CLOUD REGION/registries/REGISTRY ID/devic-
es/DEVICE ID.

— QoS: with the exception of QoS 2, users can select 0 or 1 for a stable connection.

The below screenshot demonstrates this example:
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Explorer
4 % This rode | NODE,
N e Tine B 7egs
o Historca s
4 & wossles
& Aorms © Customc
M Real Time 1O Derived
o Historica © Hstoran
© Linkes
@ ModousClient
© wattciient =
© RestapSener
© wesu
© Weoviion
4 % Links

http://n3uron.com/

oogie
ination broker

Prvate key
CAcertficate

Token duratian
4 Heager

4 Connection options

Clean session

CientID

Configuration

<= Connection>
Goole ToT Core

s0H Heb Tokens
ed

<o File salectads
o file selected>
<o file selected>
o

2600000

Rs258

cembedded file>

isentropic-card-332311

QrTs
nqtt.googleapis.com
8883

ves

Bl o fite setectens
& o rite setecte>
Bl o fite setecten

B rorse

3500008

sz

[ <erbeaded fitex [size: 2.22 x8]

nqtts
nqtt.googleapis. com
s883

true

projects/isentropic-card-232311/1ocations/e projects/isentropic -cord-33232/Locotions/urope -esti/ regis!

Explorer
4 #& Tris noge | NOD:
W g
£ views
4 & wodues
© CustomCrient
© Derves
© Historian
© Unked
© ModousClent
& MgttClient *
© RestapSener
Ay Heondng © Weu

© weovision
& User

&x Logout

http://n3uron.com/

Configuration

1 Unautnonzed no

4 Adaitional options
Token curation

Additions! claitns

3600000
85255

<esbedded iles

isentropic-card-332311

=

ngr7s
sqtt. googlespis.con
383

ves

Logged in as: adnin | 2021-12-17 11:0:

N3uron

Bl rotse

3sacece

s

[l <erpeazed sites [stz

isentropic-cara-332311

mqtes
nqtt. googleapis. con

projects/ isentropic-card-332311/locations/e projects/isentropic.card-332311/Locat tons/europe -nest1/registrie:

30000

Screenshot displaying a different example of the MQTT Client panel.

N3uron

www.n3uron.com

3000
ce

H fotse

Logged in as: admin | 2821-12-17 11:06:
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The MQTT module has now been created and is ready to use. Therefore, it is now time to generate a publi-
cation and subscription.

Publishing & Subscribing Data via N3uron and Google Cloud Platforms
Publishing Data Using N3uron’s MQTT Module Within the WebUI Explorer Panel

— Step 01: Generating a publication is very easy. Simply click on new publisher in the agents section of the
MQTT module, as shown in the screenshot.

http://n3uron.com/

Navigation Configuration
a0 1use seseczens Jil <o e seeecteos
ano file selecteds <o Fite setectens
N ReaiTime W Tags Reiect Unauthonz [ otse
o ik e
PR Token duration 300000
A sstomGient
A Aarms © Custoncien Bl nsase
N ResiTime © oervee
2 Historica © Hitoran ot cembecited file> [ <erbedses pites [size: 2.22 18]
© Unked
) © vosuscient
& Disgrostics

B 4 #8 T rode | NODE.001

O MgttClient = Googee Loien isentropic-card-332311 isentropic-card-332311
© RestapSener
© weou
© Wevigion =
4 % s s natts
= Cenicates v sqtt.googleapis. con matt. googLeapis. con

& rogger 883 ss82

projects/isentropt, 5 -west1/registrie:
eeee
s

B fetse

- Help

8 Discard changes [LLeE2E

Screenshot displaying the “New Publisher” option within the N3uron MQTT module panel.

— Step 02: Provide a name. In this case, a very simple name has been used: Publisher.

N3U|'0n www.n3uron.com How to Connect your Industrial Assets to Google Cloud using N3uron’s MQTT Module ~ Page 15


https://n3uron.com/connecting-industrial-assets-to-google-cloud-using-n3uron-mqtt/
http://www.n3uron.com
https://n3uron.com/category/blog/technically-speaking/

RESOURCES / TECHNICALLY SPEAKING

http://n3uron.com/ ] | e

== NODE 001 N;UI‘OI’I

Navigation Explorer Configuration
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Screenshot displaying the publisher configuration settings within the N3uron MQTT module panel.

The device is created with an MQTT client and is connected to the MQTT bridge. You can now publish telem-
etry events to a topic with the following format: /devices/Device_ID/events

Messages sent to this topic are redirected to the topic that has been set for telemetry by default in the registry.
The default telemetry topic is the Cloud Pub/Sub topic defined in the eventNotificationConfigs[i].pubsubTopic-
Name field of the registry. If no default topic is defined, the data will be lost. To publish messages to other Cloud
Pub/Sub topics, see Publishing telemetry events to additional Cloud Pub/Sub topics.

— Step 03: To finish configuration, users should define the name of the topic within which they want to publish
and create a tag filter without constraints. This allows all tags to publish their data in the topic. In this case,
the topic used is /devices/Test_Device/events/messages.
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Screenshot displaying the publisher configuration icon within the Model area of the MQTT module panel.

From now on, all data will be continuously published to the cloud. In order to display this data, users must
enter the GCP console, go to the subscriptions section, and create a subscription for the previously generated
default topic. Failure to complete this step will result in published data being lost. To do so, users should follow
the below steps:

— Step 01: Click on the Subscription section and select Create Subscription.

https://cloud.google.com/

Google Cloud Platform 3 MQTT » Search products and resources
Pub/Sub Subscriptions CREATE SUBSCRIPTION ~ {§ DELETE C  HIDEINFO PANEL
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Screenshot displaying the “Subscription” panel in the Google Cloud Platform.
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— Step 02: Give a name to the subscription and select the topic you want to subscribe to. In this case, the
name of the subscription is subs (although this is not relevant) and the name of the topic subscribed is
projects/isentropic-card-332311/topics/n3uron.
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Screenshot displaying the “Create Subscription” panel in the Google Cloud Platform.
— Step 03: Click on create to finish configuration.

You should now enter the created subscription and select pull in the messages section to obtain the published
messages. The result should be similar to the screenshot below:
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Screenshot displaying published messages once subscribed to the topic in the Google Cloud Platform.
Subscribing Data within the Google Cloud Platform
The process for generating subscriptions is similar to the publication process. The objective of the subscription

is to receive tag events from remote devices via MQTT.

— Step 01: First, create a new subscriber, as previously done for the publisher.
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Screenshot displaying the “New Publisher” option within N3uron’s MQTT module panel.

— Step 02: Name it as Subscriber in the subscriber name section.
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Screenshot displaying subscriber configuration settings in the N3uron Tags panel.

N3U|'0n www.n3uron.com How to Connect your Industrial Assets to Google Cloud using N3uron’s MQTT Module ~ Page 20


https://n3uron.com/connecting-industrial-assets-to-google-cloud-using-n3uron-mqtt/
http://www.n3uron.com
https://n3uron.com/category/blog/technically-speaking/

RESOURCES / TECHNICALLY SPEAKING

In order to receive a command, the device must:

1. Be connected to Google loT Core using the MQTT protocol
2. Subscribe to the topic/devices/Device ID/commands/# (the # wildcard is necessary)

By subscribing to this topic, the device will be able to receive messages sent to /devices/Device_ID/com-
mands/#, as well as those sent to subfolders, /devices/Device_ID/commands/#/{subfolder}. Subscriptions
to a specific subfolder are not possible.

— Step 03: In this case, the unique compulsory configuration requires users to introduce the name of the topic
from which the data will be obtained. In this case, the topic used is, /devices/Test Device/commands/#.

Atag must now be created in N3uron, which will be updated according to the events received from the Google
Core IoT. Follow the below steps to create this tag:

— Step 01: First click on Config > Tags > Model > New tag and label it with a specific name. In this example,
Subscribed Value is used.
— Step 02: Define the Source section and complete it using the previously defined MQTT Client module.
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Screenshot displaying tag configuration within the N3uron Tags panel.

— In Module name, the name used must be exactly the same as the module name.

— In the subscriber section, users must introduce the established connection (in this case Google)/the defined
subscriber (in this case Subscriber). In this case, it would be Google/Subscriber.

Once this has been configured, the defined tag will be able to receive events from the Google Cloud.

— Step 01: Go to the GCP console, click on devices, select the device you created and select the send com-

mand.

N3LII"OI1 www.n3uron.com How to Connect your Industrial Assets to Google Cloud using N3uron's MQTT Module ~ Page 21


https://n3uron.com/connecting-industrial-assets-to-google-cloud-using-n3uron-mqtt/
http://www.n3uron.com
https://n3uron.com/category/blog/technically-speaking/

RESOURCES / TECHNICALLY SPEAKING

® < > lam] httpsz/cloud.google.com/

Google Cloud Platform 3 MQIT « Q,  Search products and resources

loT Core & Device details / EDITDEVICE  $3 UPDATECONFIG  , SEND COMMAND B BLOCKCOMMUNICATION i DELETE

Registry detail . "
i Device ID: Test_Device

Devices Numeric 10 Registy  Cloud Logging Communication
3056132745583781  MaNClient  Registry default Viewlogs  Allowed
Gateways T

DETAILS CONFIGURATION & STATE AUTHENTICATION
Monitoring

Latest activity

Heartbeat (MQTT only)
Telemetry event received
Davice state event received
Config sent

Zone Config ACK (MQTT only)
Error

Error status and message

Device metadata

You can add o adit metadata in device settings. Edit device,

Screenshot displaying the publication configuration in the Google Cloud Platform.

— Step 02: Within the Message, Payload will introduce the following:

“/Subscribed value”: [{

n

v”: 3.14159,

“ts”: 1630668488618
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— Step 03: Click on the Send Command button.

Screenshot displaying the “Send Command” panel in the Google Cloud Platform.
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— Step04: Go back to the N3uron WebUI interface and select Data/Real-Time in the left-hand side panel. You
should now see the Subscribed Value tag you previously created with a value of 3.14159.
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Screenshot displaying real-time values in the Real-Time section of the N3uron Navigation column panel.
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Conclusion: How to connect industrial Assets to Google Cloud

using N3uron’s MQTT Module

Connecting your assets to Google Cloud is extremely easy using N3uron’s MQTT module. If you are ready
to start using the MQTT module, download the N3uron free trial version and read our MQTT Manual on how to
implement and use N3uron’s MQTT module on our communication platform.
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